@ Critical infrastructure,
evacuation, risk modeling:
my five minutes




Modeling Tacks

Modeling Use, under normal conditions

Modeling Use, under extraordinary conditions

- Area-wide emergency evacuation

- Modeling rail network operations after a loss of a brid

- ldentifying area based vulnerabillities in evacuation
|dentifying critical infrastructure elements

- Network/Nodal interdiction modeling
Optimizing Security/fortification resources

- Network/nodal components in a supply system
Geographic search for sensitive locations

Network investment/contraction



Rail Network, example

Sandpoint, Idaho
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X Rail Network Vulnerabilities

Seatte, Washigton to Memphis, Tennessee Pre- and Post-Interdiction

Pre-interdiction route,
- 2509 miles

Post-interdiction route, 3,158
miles



Evacuation Vulnerabilities

Defining Bulk-Lane Demand
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Mapping Bulk-Lane Demand

g
o
e

!
o !
Pl [T

» iy,
X

)
Fis




e o © | Vulnerabllity Mapping

Mission Canyon Neighborhood




Network simulation

Simulating the clearing time for a neighborhood

alt exit open no foothill flow =—alt exit open foothill flow —alt exit closed no foothill flow
| —alt exit closed foothill flow  —high traffic control closed =—high traffic control open
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Microscale traffic simulation

Dynamic Visualization




Modeling the reliability of a
supply system
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Looking probabilistically.......

decision to not interdict

Decision nodes for the  .uecveecvecnnaaaess decision to interdict
interdictor interdiction successful

interdiction effort failed
( A D
Ill//// I‘////

1-6 1-6
C

G

k
d =)0 1-0)d; +6d;

ki1
=1

12



Worst-Case Probabilistic Model
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Optimization model development

Interdiction, find most critical facilities

Fortification/security, find the ones to protect

to keep a system functioning as best as possible

Resilient design, design a system in so that it
can operate in worst case circumstances

Optimal Coping mechanisms........



Interdicting an optimal max covering solution

72% drop!

Covered Demand: 690 Covered Demand: 170

a. Optimal max cover solution (p =5) b. Optimal interdiction (r = 2)



® ® © | Interdicting a near optimal max covering solutior

Initial coverage: 567 vs 609 Final coverage: 475 vs 170
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Covered Demand: 567 Covered Demand: 475
a. Near optimal max cover b. Optimal interdiction (r = 2), .

solution (p = 5)









